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1.  Introduction 
Electronic commerce (e-commerce) is the rapidly growing frontier of business through technology. E-commerce is 
associated with the purchase and sale of information, products, and services via computer networks. However, 
widespread use of the Internet for financial transactions has thrust forth the complex issues of security, privacy, 
authentication and anonymity. For instance, credit card numbers in their plain text form create a risk when transmitted 
across the Internet where the possibility of the number falling into the wrong hands is relatively high. 
 
Various techniques have been developed to reduce security risks to e-commerce. One of the common security controls is 
encryption. Encryption refers to process of disguising a message in such a way as to hide its substance. Stream ciphers 
form an important class of symmetric-key encryption schemes in which the plaintext is regarded as a collection of 
separate elements. These elements can represent the letters of a text and also the zeros and ones of bit streams. Stream 
enciphering is characterized by the fact that it encrypts the plaintext element by element and the encryption 
transformation can change for each element of the plaintext being encrypted for the stream cipher. 
 
The encryption transformation depends on the keystream being generated. The keystream could be generated at random, 
or by an algorithm which generates the keystream from an initial small secret key (called a seed) or from a seed and 
previous ciphertext bits. Such an algorithm is called a keystream generator.  
 
The most typical use of a stream cipher for encryption is to generate the keystream  depending on the secret key and then 
combine it (this is usually done using bitwise Ex-OR) with the message being encrypted. Stream ciphers can be designed 
to be exceptionally fast, much faster in fact than any block cipher. The generation of the keystream can be independent of 
the plaintext and ciphertext (yielding what is termed a synchronous stream cipher) or the keystream is generated as a 
function of the seed value and fixed number of previous ciphertext bits (in which case the stream cipher is said to be self-
synchronizing or asynchronous stream cipher). Synchronous stream ciphers have no error propagation whereas self-
synchronizing stream ciphers have limited error propagation. 
 
A major goal in stream cipher design is to efficiently produce random-looking sequences such that no patterns can be 
recognized in it, no predictions can be made about it, and no simple description of it can be found[1]. 
Any good keystream generator should possess the following properties[2]: 

1. Large period. 
2. Large linear complexity. 
3. Good statistical properties. 

It is a necessary condition for any secure stream cipher to pass a battery of statistical tests, which assess (among other 
things) the frequencies with which individual bits or consecutive patterns of bits of different sizes occur. Such tests might 
also check for correlation between bits of the sequence occurring at some time instant and those at other points in the 
sequence.  
 
A good assessment of the period of the keystream generated by the keystream generator is essential to the design of any 
stream cipher. Practically, the keystream should have a long enough period to ensure that it is highly unlikely that the 
keystream is used twice. 
 
A scheme has been proposed in this paper for a stream cipher design based on the above mentioned requirements. 
 
In addition to passing the battery of statistical tests for varying secret key sizes, this stream cipher can also be proved 
secure theoretically and has its security based on the well known Clause SATisfiability problem which is NP-complete. 
 
2.  Stream cipher based on the CSAT problem  
This keystream generator uses a Linear-Feedback Shift Register (LFSR) along with a random product of sums (POS) 
expression to generate a stream of random bits that show good statistical behavior. In the design of this stream cipher, we 
use a mathematical structure like LFSR to guarantee maximal – length and good statistical properties and a non-linear 
structure like a random product of sums (POS) expression to provide the necessary security. 
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2.1 Details of the CSAT stream cipher 
The details are as presented below. (Refer Figure 1.1) 
 
Here H0 is the initialization vector (can be called as a password) and is ‘n’ bits long where ‘n’ corresponds to the length 
of the linear feedback shift register. F is a randomly selected product of sums expression consisting of y clauses involving 
(n-1) variables. F along with H0 is kept secret. 
 

ci is the ciphertext bit where ci=ti ⊕ ki where ‘ki’ is the keybit and ‘ti’ is the plaintext bit to be encrypted. 
 
In our cipher model, encryption is done as done as follows: 
   
      Step 1 Generation of the keybits 

Load the initialization vector H0 into the LFSR. This ‘n’ bit value is split into a single nth bit (MSB of the LFSR) and 
the remaining (n-1) bits of the LFSR (See Fig 7.3). The value of the expression F, denoted by Oi, is 1 if the (n-1) bits 
of the LFSR satisfy every one of the ‘y’ clauses of the Boolean expression F else value of Oi is 0. (Immediately after 
initialization of the LFSR, we get the output O0, since i = 0).  
 
Step 2 For every value of i, the value of Oi obtained is Ex-ORed with the nth bit of the initialization vector to 
generate the ki bit. We call the first bit of the key stream k0 as it is produced at a time when i= 0.  
 
 
Step 3 Encryption of the plaintext 
The keybit k0 so generated is Ex-ORed with the first plaintext bit t0 to generate the ciphertext bit c0.  This is repeated 
at every later stage. For each value of i, ki is Ex-ORed with ti to generate the output ci. 
 
Step 4 For the generation of the next key bit, all bits of the initialization vector H0 in the shift register are now 
shifted one bit to the right. The least significant bit of the shift register is shifted out and the new left most bit is 
computed as a linear function of certain bits in the shift register; the list of these bits is called a tap sequence. (A 
linear function of variables is the modulo 2 sum of the selected bits. No product term is permitted). 

In order for the LFSR to be a maximal period1 LFSR, the polynomial formed from a tap sequence plus the constant one 
must be a primitive polynomial2 mod 2[3]. 

 

 

 

 

 

 

 

 

 

 

 

                                                 
1 The period of the shift register is the length of the output sequence before it starts repeating. If the feedback polynomial 
is a primitive polynomial, then each of the 2L-1 non-zero initial states of the non-singular LFSR produces an output 
sequence with maximum possible period 2L-1. The LFSR is said to be non-singular if the degree of the polynomial is the 
length of the shift register.   
 
2 A primitive polynomial of degree ‘n’ is an irreducible polynomial that divides x^2^ (n-1) +1, but not xd+1 for any d that 
divides 2n-1.   
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H0 = Initialization vector (to be loaded in LFSR) 
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Figure 1.1:  Stream Cipher Model Based On The CSAT Problem 
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