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ABSTRAK 

Network profiling dapat ditentukan menggunakan clustering dan klasifikasi. Clustering mengelompokkan data intrusion 
berdasarkan pada jenisnya. Algoritma clustering yang digunakan di dalam penelitian ini adalah algoritma K-Means dan 
Evolving Clustering Method (ECM). Penulis menggunakan kedua jenis algoritma untuk membandingkan performansi 
mereka dalam mengelompokkan data yang saling bertumpuk. Analisa dalam hal misklasifikasi dengan membandingkan 
cluster yang terbentuk menggunakan dengan klasifikasi riilnya. Untuk keperluan ini, digunakan metode K-nearest 
neighbourhood. 
Kata Kunci: Network Profiling, Clustering, Klasifikasi, Data Bertumpuk 
 
1. Introduction 
Through many years of development, World Wide Web (WWW) has introduced various concepts that must be explored, 
along with many threats that come with them. One of those many threats is website intrusion done by unwanted elements. 
Intrusion is activity that have the quality as anomaly, incorrect, inapproriate that happens in a network. Anomaly means 
traffic or activity that is inappropriate according to the policy e.g access from host to prohibited host consist of prohibited 
contents. Thats is why network security has been very important. To prevent the kind of exploitation of network, 
Intrusion Detection System (IDS) has been introduced to detect any intrusion. 
 
The purpose of this research is to find a way to automatically build clusters for profiling based on intrusion data. 
Problems to be solved in this research include how good is K–means algorithm for network profiling, and how is the 
performance of K–means and ECM for KDD CUP’99 dataset. 
 
2. Fundamental Theory 
2.1 Intrusion Detection System (IDS) 
An intrusion system detection system is a software or hardware designed to detect malicious behaviors attempts at 
accessing, and manipulating through a network, such as internet. Snort and Sourcefire is kind of IDS that is populary 
used. 
 
2.2 Network Profiling 
Since the number of attacks are always increasing, IDS should be updated with signature for new attacks. Network 
profiling can help IDS to define labels of new signatures. There are some problems in network profiling such as grouping 
the attacks that come through the network based on their types. Those problems can be solved using data mining 
techniques such as clustering and classification. 
 
2.3 Clustering 
Clustering is a divison of data into groups of similar objects. Each group, called cluster, consists of objects that are 
similar between themselves and dissimilar to objects of other groups. The greater the similarity within a group and the 
greater the difference between groups, the better or more distinct the clustering. Clustering is an unsupervised learning, 
due to its unknown label class in the search domain. A group of measurements and observations are done in purpose to 
obtain the existence of data in a class or cluster. Some clustering algorithms have been proposed such as K-means, 
Agglomerative Hierarchical Clustering, and DBSCAN. 
 
Cluster analysis groups data objects based only on information. Information from the amount of object could be reduced 
into the number of groups where the sum of groups is less than the number of objects. The goal is that the objects within 
a group be similar (or related) to one another and different from (or unrelated to) the objects in other groups. The greater 
the similarity (or homogeneity) within a group and the greater the difference between groups, the better or more distinct 
the clustering[6]. 
 
2.3.1 K-means 
K-means is one of the simplest unsupervised learning algorithms that solves the well known clustering problem. It is easy 
to implement and have capability to cluster large data. The main idea K-Means is to define k centroids for each cluster. 
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The next step is to take each point belonging to a given data set and associate it to the nearest centroid by using Euclidean 
distance. When all objects have been assigned, recalculate the positions of the K centroids. Repeat the step until the 
centroids no longer move. 
 
The distance measure that is commonly used in this algorithm is Euclidean Distance, as follows: 

 

where : distance between object(i) and object(j) 

 : attribute of  

            : attribute of  

 
2.3.2 Evolving Clustering Method (ECM) 
It was initially designed by Qun Song and Nikola Kasabov to support their research in DENFIS (Dynamic Evolving 
Neuro-Fuzzy Inference System). The ECM is a fast, one-pass algorithm for dynamic clustering of an input stream of 
data. It is a distance based clustering method where the cluster centers are represented by evolved nodes in an online 
mode[5]. Steps of ECM algorithm are explained as follow: 
Step 1: First sample assigned as first cluster and radius initiate with zero. 
Step 2: The clustering process will be finished when all samples have been presented. Otherwise if there is still new 
point, it will calculate the distances to all cluster centers. 
Step 3: Calculate the distance between new points, radius for each cluster using Euclidean distance, then find the 
minimum distance (dmin). 
Step 4: If dmin > 2*threshold, new point cannot belong to any existing cluster. It will make new cluster, and radius = 0. 
Step 5: If dmin <= 2*threshold, new point will be entered to that cluster and radius will be updated. The new radius = 
dmin/2. The new cluster will be located between the new data and the old cluster center where distance of new cluster 
center to new data = new radius. 

 
2.4 Classification 
Classification is the task of assigning objects to one of several categories. A classification model can predict the class 
label of unknown object. Classification often used in biology and financial. In classification, datasets are divided into 
search domain and new sample. Classification technique builds a classification model from the search domain and decide 
the class label for each given input/object. Some classification algorithms are K-Nearest Neighbor, Decision Tree, and 
Support Vector Machine (SVM). 

 
2.4.1  K-nearest neighbor 
K-nearest neighbor algorithm is flexible to find all search domains that are similar to new sample. It computes the 
distance between each new sample and other training examples to determine its nearest neighbor list. If the neighbors 
have more than one label, the new sample assigned to the majority of these K-nearest neighbors. Here is KNN algorithm: 
Step 1: Determine the number of nearest neighbors that defined as k. 
Step 2: Computes the distance between each new sample to all search domains using Equation 1. 
Step 3: Sort the distance and determine nearest neighbors based on the k-th minimum distance. 
Step 4: Grouping category of the nearest neighbors. 
Step 5: Use simple majority of the category of nearest neighbors as the prediction value of the new sample. 

 
3. Research Methodology 
In this research we want to compare the performance of the clustering algorithms by calculating the misclassification 
error for every result cluster. This research aims to find which clustering algorithm produces good clusters with minimum 
misclassification error. Better clustering algorithm will reduce the possibility of errors (false positive and false negative) 
during the classification phase (labeling new intrusion). 

(1) 
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Figure 1. Implementation Diagram 

 
The experiments consist of the following steps: 
Step 1: Take a sample of the data that consists of several class labels. Removing the unrelated attributes using feature 
selection. Then separate the data into two parts, i.e. 80% of the data for clustering and 20% for classification. For the 
clustering phase, prepare the data by removing the class label. Since k-means is unsupervised learning algorithm the data 
will be clustered without class labels. 
Step 2: Then, the data are normalized by transforming the attributes into a range of zero to one. The normalization 
method that is used in this experiment is follows: 

                           

where  : normalized dissimalirity 

 : the original dissimalarity  

: minimum value of the index 

 : maximum value of the index  

 
Step 3:Cluster the data that have been normalized using unsupervised clustering, e.g. k-means and ECM. 
Step 4: Resulting clusters labeled by those algorithms (k-means and ECM) are used for search domain in classification.  
Step 5: Use the remaining 20% of the data sample for the classification phase using k-nearest neighbor with the search 
domain resulted clustering. 
Step 6: Compare the misclassification rate for each clustering algorithms.    
 
4. Experiment and Discussion 
This research uses KDD CUP’99 dataset[9]. This data is collected from raw TCP dump data that have around 4 million 
objects. However this research only uses a small part of the dataset sice the system developed is only prototyping and is 
used for early analysis for KDD CUP’99 dataset. Each object contains 42 attributes include class label. This research was 
conducted for two samples; each sample clustered using k-means and ECM. The total instances for every sample is 600 
data which divided into two parts, i.e. 500 instances for clustering and 100 instances for new sample. First sample is 
limited class label (using stratified sampling) and second is pure random sampling. For limited class label contains 500 
data with 4 class  labels. After selecting the feature, this sample uses only 7 attributes. The attributes are: 
 
 
 
 
 
 
 
 
 
 

(2) 
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 Table 1. Result of Attribute Selection  
Attribute Description 

flag Status flag of the connection 
src_bytes Bytes sent from the source to destination 
dst_bytes Bytes sent from destination to source 

countx Number of connections to the same host as the current 
connection in the past two seconds 

srv_count Number of connections to the same service as the current 
connection in the past two seconds 

diff_srv_rate % of connections to different services 
dst_host_same_src_port_rate % of connections to the current host having the same src port 

 
Second sample is pure random sampling where in this research uses simple random sampling without replacement. This 
sample contains 500 data that includes 6 class labels. The dataset has been reduced using feature selection. From 42 
attributes, it decrease up to 9 attributes as follows: 

 
Table 2. Result of Attribute Selection 

Attribute Description 
protocol_type Type of protocol 
service Type of destination service 
flag Status flag of the connection 
src_bytes Bytes sent from the source to destination 
dst_bytes Bytes sent from destination to source 

countx Number of connections to the same host as the current 
connection in the past two seconds 

srv_count Number of connections to the same service as the current 
connection in the past two seconds 

same_srv_rate % of connections to the same service 

dst_host_same_src_port_rate % of connections to the current host having the same src 
port 

 
Every sample will be clustered using k-means and ECM.  Every result of the cluster will be used as search domain. The 
rest will be used as new sample to do a classification. 

 
Table 3. Clustering Perfomance on Limited Class 
Clustering Algorithm 5 – nearest neighbor 

K-means 97% 
ECM 95% 

 
Table 4. Clustering Performance on Simple Random Sampling 

Clustering Algorithm 5 – nearest neighbor 
K-means 84% 
ECM 71% 

 
Based on the result, K-means has the smalles misclassification error. The smallest misclassification error found by using 
5-nearest neighbor. For limited class labels, there are only 3 misclassification error out of 100 new sample for k-means.  
It happens because there are normal detect as intrusion (false positive) and there are intrusions detect as normal (false 
negative). The clustering performance on limited class lables are better than using random sampling, because it focuses 
on some class labels and there is no class labels with minority instances. 
 
5. Conclusion and Future Works 
Since the data used in this research are overlapped, clustering the data with different class label may group into the same 
cluster. Because k-means uses linear equation, it can not create clusters for a not well separated data like KDD CUP’99 
dataset, eventhough compared to ECM, K-means produce better clusters. 
 
To optimize the result of the clusters, as future work, we would like to implement Kernel K-means. The kernel k-means 
maps the data to higher dimension and separate the data using high order function (e.g. Polynomial Kernel and Gaussian 
Kernel). This nonlinear approach might be suitable to solve the difficulties of clustering overlapping data. 
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